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1. Introduccion
1.1 Descripcién Funcional
Nombre FirmarCDAService
Descripcion El servicio cuenta con un método (firmarCDA) para firmar un CDA.
Operaciones firmarCDA
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2. firmarCDA

Recibe el CDA a ser firmado y retorna un xml codificado en Base 64.

2.1 Parametros de entrada

Parametros Tipo de Obligatorio Valor por Descripcién
dato defecto
firmarCDA
xmi String Si N/A CDA tiene que utilizar CDATA.
keyStore Binario Choice N/A Certificado que se utilizara para firmar el CDA
pathKeyStore String Choice N/A Path al Certificado en el server que se usara
firmar el CDA.
alias String Si N/A Alias a buscar en el certificado.
pwd String Si N/A Clave privada del certificado

Aclaracion: Se debe ingresar obligatoriamente keyStore o pathKeyStore de manera excluyente.

2.2 Parametros de salida

Parametros Tipo de Obligatorio Valor por Descripcién
dato defecto
firmarCDAResponse
xmlIBase64 String Choice N/A CDA firmado codificado en base 64.
Error String Choice N/A Mensaje de error

2.3 Errores comunes

Mensaje

No se pudo cargar el certificado

Clave privada del certificado no es correcta
No se encontro el alias: XXX en el certificado
No se encontro el certificado

XML no es valido

2.4 Ejemplo

2.4.1 Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:ser="http://service.cda.firma.agesic.atos.com.uy/">

<soapenv:Header/>

<soapenv:Body>

<ser:firmarCDA>
<xmI><!/[CDATA[<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<ClinicalDocument xmlns="urn:hl7-org:v3" xmins:voc="urn:hl7-org:v3/voc"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:schemal.ocation="urn:hl7-org:v3
xsd/CDA.xsd">
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<typeld extension="POCD_HD000040" root="2.16.840.1.113883.1.3"/>
<id root="2.16.858.2.10002825.67430.20140103001300.640592.05"/>
<code code="18748-4 " codeSystem="2.16.840.1.113883.6.1" displayName=""/>
<title>Informe de Radiologia</title>
<effectiveTime value="20140103001300-0300"/>
<confidentialityCode code="N" codeSystem="2.16.840.1.113883.5.25"/>
<languageCode code="es-UY"/>
<setld root="2.16.858.2.10002825.67430.20140103001300.640592.05"/>
<versionNumber value="1"/>
<recordTarget>
<patientRole>
<id root="2.16.858.1.858.68909.12345672"/>
<id extension="123923233" root="2.16.858.2.10002825.69020"/>
<id extension="12345672" root="2.16.858.1.858.68909"/>
<patient>
<name>
<given>ANA</given>
<given>MARIA</given>
<family>PEREZ</family>
<family>LOPEZ</family>
</name>

<administrativeGenderCode code="2"
codeSystem="2.16.858.2.10000675.69600" displayName="femenino"/>
<birthTime value="19890123"/>
</patient>
</patientRole>
</recordTarget>
<author>
<time value="20140103001300-0300"/>
<assignedAuthor>
<id root="2.16.858.2.10002825.31991"/>
<assignedAuthoringDevice>
<softwareName>Estudios</softwareName>
</assignedAuthoringDevice>
<representedOrganization>
<id root="2.16.858.0.2.16.86.1.0.0.212567060019"/>
<name>Prestador de test</name>
</representedOrganization>
</assignedAuthor>
</author>
<custodian>
<assignedCustodian>
<representedCustodianOrganization>
<id root="2.16.858.0.2.16.86.1.0.0.212567060019"/>
<name>Prestador de test</name>
<telecom nullFlavor="NI"/>
<addr nullFlavor="NI"/>
</representedCustodianOrganization>
</assignedCustodian>
</custodian>
<component>
<nonXMLBody>
<text mediaType="text/html"

representation="B64">PG1IdGEgY2hhcnNIdDOidXRmLTgiPjxwPjxiPkluZm9ybWUgZGUgUmFkaW9sb2f
DrWEBS8L21+PCOwPjxwPjxiPkVzdHVkaW86IFJYIFRPUKFYIEZSRU5URSBZIFBFUkZJTCwgRmVjaGE6ID

AzLzAxLzEOPCOiPjwvcD48Yj5Taw4gaW5mb3JtZSBtw6lkaWNvLjwvYjd=</text>
</nonXMLBody>
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</component>

</ClinicalDocument>]]></xml>
<!--You have a CHOICE of the next 2 items at this level-->
<pathKeyStore>PATH_KEYSTORE</pathKeyStore>
<alias>ALIAS</alias>
<pwd>PASSWORD</pwd>

</ser:firmarCDA>
</soapenv:Body>
</soapenv:Envelope>

2.4.2 Response

<S:Envelope xmins:S="http://schemas.xmlsoap.org/soap/envelope/">
<S:Body>
<ns2:firmarCDAResponse xmins:ns2="http://service.cda.firma.agesic.atos.com.uy/">
<return>

<xmlIBase64>PD94bWwgdmVyc2IvbjoiMS4wliBIbmNvZGluZz0iVVRGLTgiPz4NCjxTawduZWRDbGluaw
NhbERvV
Y3VtZW50IHhtbG5zPSJ1cm46c2FsdWQudXkvMjAXNC9zaW duzwQtY 2xpbmljYWwtZG9jdW 1IbnQi
PgOKPENsaW5pY2FsRG9jdW 1IbnQgeG1sbnM9InVybjpobDctb3InOnYzliB4bWxuczp2b2M9InVy
bjpobDctbh3InONnYzL3ZvYylgeGlsbnM6eHNpPSJodHRwOIi8vd3d3LnczLm9yZy8yMDAXL1hNTFN]
aGVtYS1pbnNOYWS5jzSIgeHNpONnNjaGVtYUxvY2F0aW9uPSJ1cm46aGw3LW9yZzp2MyB4c2QvQORB
LnhzZCl+DQoJPHR5cGVJZCBIeHRIbnNpb2491IBPQORfSEQWMDAWNDAIIHIVb3Q9IljluMTYuODQw
LIEUMTEzODgzLjEuMylvPgOKCTxpZCByb290PSIyLjE2Ljg1OC4yLjEWMDAYODI1LjY3NDMwLjlw
MTQWMTAzMDAXMzAWLjYOMDU5Mi4wNSIvVPgOKCTxjb2RIGNVZGU9IJEANzQ4LTSgliBjb2RIU3Iz
dGVtPSIyLJE2LjgOMCAXLExMzg4My42LEiIGRpc3BsYXIOYW 1IPSIiLz4NCgk8dGIObGU+SW5m
b3JtZSBkZSBSYWRpb2xvZ+1hPC90aXRsZT4NCgk8ZWZmZWNO0aXZIVGItZSB2YWx1ZTOiMjAXNDAX
MDMwMDEzMDAtMDMwMCIVPgOKCTxjb25maW RIbnRpYWxpdHIDb2RIIGNvZGU9Ik4ilGNvZGVTeXNO
ZWO9ljluMTYuODQWLjEUMTEZzODgzLjUuMjUiLz4NCgk8bGFuzZ3VhzZ2VDb2RIIGNvZGU9ImVzLVVZ
1i8+DQ0JPHNIMEIKIHIVb3Q9IjluMTYuODUALjluMTAWMDI4MjUuNjcOMzAUMjAXNDAXMDMwMDEZz
MDAUNjQWNTKyLjA11i8+DQoJPHZIcnNpb250dW 1izXlgdmFsdWU9IJEiLz4NCgk8cmVjb3JIkVGFy
Z2VOPgOKCQk8cGF0aWVudFJIvbGU+DQoJCQk8awWQgcm9vdDOiMi4xNi44ANTguMS44NTguNjg5MDku
MTIzNDU2NzliLz4ANCgkJCTxpZCBleHRIbnNpb249ljEyMzkyMzIzMylgcm9vdDOiMi4xNi44NTgu
MidaxMDAwWMjgyNS420TAyMCIvPgOKCQkJIPGIKIGV4dGVuc2lvbj0iMTIzNDU2NzIlilHIvb3Q9ljlu
MTYuODUA4LjEuODUA4LjY4OTA5Ii8+DQoJCQk8cGF0aWVudD4NCgkJCQk8bmFtZTANCgkJCQkJIPGdp
dmVuPkFOQTwvZ2I12ZW4+DQoJCQkJICTxnaXZIbj5SNQVJIIQTwWvZ2I12ZW4+DQoJCQKICTXmYW 1pbHk+
UEVSRV08L2ZhbWIseT4NCgkJCQkIPGZhbWIseT5MT1BFWjwvZmFtaWx5Pg0KCQkJCTwvbmFtZT4N
CgkJCQk8YWRtaW5pc3RyYXRpdmVHZW5kZXJIDb2RIIGNVZGU9IjliIIGNvZGVTeXNOZWO9ljluMTYu
ODUALjIuMTAWMDA2NzUuNjk2MDAIIGRpc3BsYXIO YW 1IPSImZW 1lbmlubylvPgOKCQkJCTxiaxJ0
aFRpbWUgdmFsdWU9IJE50DkwMTz1i8+DQoJCQk8L3BhdGlIbnQ+DQoJCTwvcGFOawW VudFIvbGU+
DQoJPC9yZWNvecmRUYXJINZXQ+DQoJPGF1dGhvcjdNCgkJPHRpbWUgdmFsdWU9IjlwMTQWMTAzMD
AX

MzAWLTAzMDAILz4NCgkJPGFzc2lnbmVkQXV0aG9yPgOKCQkJIPGIKIHIvb3Q9IjluMTYuODUA4Ljlu
MTAwWMDI4MjUuMzE50TEILz4NCgkJCTxhc3NpZ25IZEF1dGhvemluZORIdmIjZT4NCgkJCQk8c29m
dHdhcmVOYW1IPkVzdHVkaW9zPC9zb2Z70d2FyZU5hbWU+DQoJCQk8L2Fzc2InbmVKkQXV0aG9yaW5sn
RGV2aWNIPgOKCQkJPHJIcHJIc2VudGVKT3InYW5pemF0aW9uPgOKCQkJCTxpZCByb290PSIyLjE2
Ljg1OC4AWLjIuMTYuODYuMS4wLjAUMEyNTY3MDYWMDES5Ii8+DQoJCQkIPG5hbWU+UHJIC3RhZG9y
IGRIIHRIc3Q8L25hbWU+DQ0oJCQk8L3JIcHJIc2VudGVKT3InYW5pemF0aW9uPgOKCQk8L2Fzc2In
bmVkQXV0aG9yPgOKCTwvYXV0aG9yPgOKCTxjdXNOb2RpYW4+DQoJCTxhc3NpZ25IZEN1c3RvZGIh
bjdANCgkJCTxyZXByZXNIbnRIZEN1c3RvZGlhbk9yZ2FuaXphdGIvbj4ANCgkJCQk8awQgcm9vdDOi
Mi4xNi44NTguMC4yLjE2Ljg2L]EuMCAWLjIxMjU2NzA2MDAXOSIVPgOKCQKJICTXuYW1IPIByZXNO
YWRvciBKZSBOZXNOPCOuYW 1IPgOKCQkJICTX0ZWxIY29tIG51bGxGbGF2b3191k5J1i8+DQ0oJCQKJ
PGFkZHIgbnVsbEZsYXZvcj0iTkkiLz4NCgkJCTwvemVwemVzZW50ZWRDAXNOb2RpYW5Pcmdhbml6
YXRpb24+DQoJCTwvYXNzaWduZWRDdIXNOb2RpYW4+DQoJPC9jdXNOb2RpYW4+DQoJPGNvbXBvb
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mVu
dD4ANCgkJPG5vbIhNTEJVZHK+DQoJCQk8dGV4dCBtZWRpYVR5cGU9INRIeHQvaHRtbClgcmVwemVz
ZW50YXRpb2491kI2NCI+UEcxbGRHRWdZMmhoY250bGREMGIKWFJItTFRnaVBgeHdQanhpUGtsdVpt
OXIiV1VnWkdVZ1VtRmthVzIzYjJmRHIXRThMMkkrUEM5d1BgeHdQanhpUGtWemRIVmthVzg2SUZK
WUIGUIBVa0zZSUVaU1JVNVVSU0JaSUZCRIVIWkpUQ3dnUm1WamFHRTZIREF6 THpBeEX6RTBQQ
zlp
UGp3dmNENDhIZajVUYVc0Z2FXNW 1iMOpOWINCdHc2bGthv052TGp3dligNDO8SL3RIeHQ+DQoJCTwv
bmOuWE1MQm9keT4NCgk8L2NvbXBvbmVudDANCjwvQ2xpbmljYWXEb2N1bWVudD4NCjxTaWduYXR
1
cmUgeG1sbnM9ImhOdHAG6LY93d3cudzMub3JInLzIwMDAVMDkveG1sZHNpZyMiPgOKPFNpZ25IZElu
Zm8+DQo8Q2Fub25pY2FsaXphdGlvbk1ldGhvZCBBbGdveml0aG09ImhOdHAGLY93d3cudzMub3Jn
L1RSLzIWMDEVUkVDLXhtbC1jMTRULTIWMDEWMzE111dpdGhDb21tZW50cylvPgOKPFNpZ25hdHVy
ZU1ldGhvZCBBbGdvcml0aG09ImhOdHA6LY93d3cudzMub3JnLzIwMDEVMDQveG1sZHNpZy1th3J
13J2YS1zaGE1MTIiLzANCjxSZWZlcmVuY2UgVVJJIPSIiIPgOKPFRYYW5zZm9ybXM+DQo8VHJhbnNm
b3JtIEFsZ29yaXRobT0iaHROcDovL3d3dy53My5vemcvMjAWMC8wO S94bWxke2Inl2VudmVsb3BlI
ZC1zaWduYXR1cmUiLz4NCjwvVHIhbnNmb3Jtcz4NCjxEaWdIc3RNZXRob2QgQWxnb3JpdGhtPSJo
dHRwOIi8vd3d3LnczLm9yZy8yMDAXLzAOL3htbGVuYyNzaGE1MTIiLzANCjxEaWdIc3BRWYWXx1ZT5R
OGISTE5PUIVHA2dkZGpHQ1cwWC9Welc0ZEZuV3JqV1FxZWpjN3NQaGFONDNWaxXhyRDJyOWRtWD
NX
citYcU1JSzJ4Vm83WUNCAHAQDQpwM2RRSGVOV|ZRPT08LORpZ2VzdFZhbHVIPgOKPC9SZWZIcmV
u
Y2U+DQo08L1NpZ25IZEluZm8+DQo8U2InbmF0dXJIVmFsdWU+UEXPL3V6UFFBUGJLUIVRVHg1MzVv
MERmMYysyMXNoNzErSnorSVZYZmhTYytMLytoUjJkMy9LdlIcvMUdnRUpwS0t6ZVIGZzZFR2NDOQOK
TWtCaHdQUGRVK3RYOUdPQzVBNUNLOHIWQ2FBNzdsZ2FQbERtRIBHcUxaQ1hiRWJrLOhDSFRUM
HZa
dTNPazNlamRNSG5ISFIzZVmZHcwOKcOhSaUw0eTV2cWhLQNIORINrbFBjeHNZelNhQIVUQzhDOUSH
RmFXemdZQ1dvM3dvW TFsU3NSaHFkMkwvTOhZOHBRbHIyOHoya2dtdQOKL2RYbGFIL3IFYUItcORF
OGxKZUZGWWxDUitiZFIwbGFOMUVkLzQzeXFaK0OhIWIkybU9mUEorZEZaVnBKdjJMNzBIZTRZdHpO
ajdCeQOKbONGZEYzczRSZU500DdOQkFLR2Nha08raURWWUtBOVRad0ZWZWc9PTwvU2InbmFOdXJI
VmFsdWU+DQo8L1NpZ25hdHVYZT4NCjwvU2InbmVkQ2xpbmljYWxXEb2N1bWVudD4NCg==</xmIBase
64>
</return>
</ns2:frmarCDAResponse>
</S:Body>
</S:Envelope>
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