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1.Introduccion

1.1. Objetivo del Documento

El objetivo del presente documento es explicar la implementacion de firma para las transacciones
gue van a la Plataforma de Salud.

1.2. Recomendaciones

Para la implementacion de firma, se debe tener un certificado de persona juridica de la institucion.

1.3. Actualizacion

Este documento se actualizara cada vez que se analice/disefie un requerimiento el cual implique
cambios en la definicidn del servicio.

2.Servicio

2.1. Condiciones

Se debera exponer un servicio en una IP de RedSalud (10.253.Subred.19/26) con certificado
SSL (HTTPS) en el puerto 443.
La CN del certificado se debe llamar igual al nombre del host donde se va a exponer el WSDL.

2.2. Definicion

EI WSDL que se debe exponer, recibira 4 datos por parametros del tipo String:

1. userName
2. role

3. policyName
4. issuer

Datos de ejemplo para ambiente de TEST:

e userName: PRUEBAS
e role: OU=TEST _TUTORIAL,O=TEST_PE
e policyName: urn:tokensimple
e issuer: [Nombre_ Prestador]
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2.3. Request

awsgetsamlrequest services

<?xml version="1.0" encoding="UTF-8"?>
<wsdl:definitions xmiIns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:wsdl="http://schemas.xmlsoap.org/wsdl/" xmIns:tns="ConectorHCEN"
xmins:soap="http://schemas.xmlsoap.org/wsdl/soap/" xmIns:ns1="http://schemas.xmlsoap.org/soap/http"
name="awsgetsamlrequest_servicesService" targetNamespace="ConectorHCEN">

<wsdl:types>
<xs:schema xmins:xs="http://www.w3.0rg/2001/XMLSchema" xmins:tns="ConectorHCEN"
elementFormDefault="unqualified" targetNamespace="ConectorHCEN" version="1.0">

<xs:element name="Execute" type="tns:Execute"/>
<xs:element name="ExecuteResponse" type="tns:ExecuteResponse"/>

<xs:complexType name="Execute">
<xs:sequence>
<xs:element form="qualified" minOccurs="0" hame="userName" type="xs:string"/>
<xs:element form="qualified" minOccurs="0" name="role" type="xs:string"/>
<xs:element form="qualified" minOccurs="0" hame="policyName" type="xs:string"/>
<xs:element form="qualified" minOccurs="0" hame="issuer" type="xs:string"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="ExecuteResponse">
<xs:sequence>
<xs:element form="qualified" minOccurs="0" name="samlRequest" type="xs:string"/>
</xs:sequence>
</xs:complexType>

</xs:schema>
</wsdl:types>
<wsdl:message name="ExecuteResponse">
<wsdl:part element="tns:ExecuteResponse" name="parameters">
</wsdl:part>
</wsdl:message>
<wsdl:message name="Execute">
<wsdl:part element="tns:Execute" name="parameters">
</wsdl:part>
</wsdl:message>
<wsdl:portType name="awsgetsamlrequest">
<wsdl:operation name="Execute">
<wsdl:input message="tns:Execute" name="Execute">
</wsdl:input>
<wsdl:output message="tns:ExecuteResponse" hame="ExecuteResponse">
</wsdl:output>
</wsdl:operation>
</wsdl:portType>
<wsdl:binding name="awsgetsamlrequest_servicesServiceSoapBinding"
type="tns:awsgetsamlrequest">
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<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="Execute">
<soap:operation soapAction="" style="document"/>
<wsdl:input name="Execute">
<soap:body use="literal"/>
</wsdl:input>
<wsdl:output name="ExecuteResponse">
<soap:body use="literal"/>
</wsdl:output>
</wsdl:operation>
</wsdl:binding>
<wsdl:service name="awsgetsamlrequest_servicesService">
<wsdl:port binding="tns:awsgetsamlrequest_servicesServiceSoapBinding"
name="awsgetsamlrequestPort">
<soap:address location="http://pr-xds01:8088/ConectorHCEN/awsgetsamlrequest_services"/>
</wsdl:port>
</wsdl:service>
</wsdl:definitions>

WS Request

<soapenv:Envelope xmlIns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:con="ConectorHCEN">

<soapenv:Header/>

<soapenv:Body>

<con:Execute>
<con:userName>PRUEBAS</con:userName>
<con:role>OU=TEST_TUTORIAL,O=TEST_PE</con:role>
<con:policyName>urn:tokensimple</con:policyName>
<con:issuer>NOMBRE_PRESTADOR</con:issuer>
</con:Execute>

</soapenv:Body>

</soapenv:Envelope>

2.4. Response

<soap:Envelope xmlIns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ExecuteResponse xmlns="ConectorHCEN">
<samlRequest>
<?xml version="1.0" encoding="UTF-8"?>
<samll:Assertion AssertionID="_ed7fb151d60639012d3ffa298af6c258"
Issuelnstant="2018-02-08T13:18:13.869Z" Issuer="ANDA" MajorVersion="1" MinorVersion="0"
xmins:saml1l="urn:oasis:names:tc:SAML:1.0:assertion"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<saml1:Conditions NotBefore="2018-02-08T13:03:13.869Z2"
NotOnOrAfter="2018-02-08T13:33:13.869Z2"/>
<samll:AuthenticationStatement Authenticationinstant="2018-02-
08T13:18:13.869Z" AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">
<saml1:Subject>
<samll:Nameldentifier
Format="urn:oasis:names:tc:SAML:1.1:nameid-
format:emailAddress">OU=TEST_TUTORIAL,O=TEST_PE</saml1:Nameldentifier>
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<samll:SubjectConfirmation>

<samll:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:bearer</saml1:ConfirmationMeth
od>
</samll:SubjectConfirmation>
</saml1:Subject>
</samll:AuthenticationStatement>
<samll:AttributeStatement>
<samll:Subject>
<samll:Nameldentifier
Format="urn:oasis:names:tc:SAML:1.1:nameid-
format:emailAddress">OU=TEST_ TUTORIAL,O=TEST_PE</samll:Nameldentifier>
<samll:SubjectConfirmation>

<samll:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:bearer</saml1:ConfirmationMeth
od>
</samll:SubjectConfirmation>
</samll:Subject>
<samll:Attribute AttributeName="User"
AttributeNamespace="urn:tokensimple">
<samll:AttributeValue
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">PRUEBAS</saml1:AttributeValue>
</saml1:Attribute>
</samll:AttributeStatement>
<ds:Signature xmlins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:Signedinfo>
<ds:CanonicalizationMethod
Algorithm="http://mww.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference
URI="#_ed7fb151d60639012d3ffa298af6c258">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">
<ec:InclusiveNamespaces
PrefixList="xs" xmlIns:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>

<ds:DigestValue>Q9YI2bBH6QtKOVFgTPKUXTchkbA=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>

<ds:SignatureValue>MuWikMjMnODAGD63EeyCUgztvmOArXoTSpwAkuilnLI2wwswQEifW3dw2
3Q3CF3h6xVQS3Kp+RZBN/U+NVYT3IIBNnSENZG5UUPEUURQVIKZiIOhzZWQWSsIW9T1IvCMGzQwYGeXa
Qi4QO0jDulHubF5gnsH++1Q+knuHk56QPosgX7udy3/t98CerA2vVaOg0rsq8uavZo/ilg0ylVEMRBCEvvSB
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Rw21t1dgMX5DyVJgnPRx9WcBAOIVISIXTeKSNf565Y]Gkvg5yGOaSpErLz/PkudPetYKOEJIY6xnjOBAZ2
ANETH4sMnxoG200qVpzPYc512zBMCOY4iOb18VF7SbkQ==</ds:SignhatureValue>
<ds:Keylnfo>
<ds:X509Data>

<ds:X509Certificate>MIIGNTCCBB2gAwIBAgIUAUKkSa5QuP+fyl0ZdWblxelal544wDQYJKoZlhvc
NAQELBQAWWIJEAMBsG
ALUEAXMUQ29ycmVVIFVydWd1Y XIvICOgQOEXLDAgBgNVBAoMIOFkbWIuaXNOcmFjacOzbiBOYWNp
b25hbCBkZSBDb3JyZW9zMQswCQYDVQQGEWIVWTAeFWOXNzAOMjQxOTMwM]jBaFwOxOTAOM|Qx
OTMw
MjBaMGEXGDAWBgNVBAUTD1JVQzIxMzEwODcOMDAXODELMAKGALIUEBhMCVVkxKTANBgNVBAO
TIEFT
TONJQUNJIT04gTkFDSU90QUWgREUgQUZJTEIBRESTMQOWCWYDVQQDEWRBTKRBMIIBIJANBgkgh
kiG
9WOBAQEFAAOCAQSAMIIBCgKCAQEAOOCFDzidw61gp+ITh80+KHEC9/pp/cIHG22hj9gO5W X+PO6g
icTx37LA2CpnkR6eREsD8vpb+e3TmCNSScmdx4npuAllal9sYf7ol0itNXne5N8GaTYB8/WkKFSE7
trhrtjytktukutjrmop54u6093u540ith3i9gy430ti43hti034ut9t0434t390tu3oitho3ihhh
ZDK1IRZd897MNWx3II'YN8MO0avqsZ6DQ+wBcyOMLVjo2Nw4IQN9SjcEUEY/MeHWS5sA8XcTMgEC4S
7JSrfIMF/Y1j13Djc03TWcT8/1lYRhxUb4rWwaTXm8V|GjjgyNCVs600phTPELK+OSQIDAQAB04IB
6jCCAeYweQYIKwYBBQUHAQEEbTBrMDYGCCsGAQUFBzAChipodHRwOI8VYWS5jY2EuY29ycmVvL
mNv
gfdgfdgfdfdyeyhfffsafialnfalkhiuy94y3hi4300i9896903ngeroureiu09reu09u050u09uu
LnV5L2FuY2NhLO9DU1AwWDgYDVROPAQH/BAQDAgTWMAWGA1UJEWEB/WQCMAAWOWYDVROfBDQ
wMjAw
0C6gLIYgaHROcDovL2FuY2NhLmNvcnJlby5jb20udXkvYW5jY2EVYWS5jY2EuUY3JsMIG4BgNVHSAE
gbAwgaOwZAYLYIZahOKuHYSIBQQWVTBTBggrBgEFBQcCARZHaHROcDovL3VjZS5ndWIludXkvaw5s
m
b3JtYWNpb24tdGVjbmljY SOwb2xpdGljY XMvY 3BfcGVyc29uYV9IqdXJIpZGljY SSWZGYWRQYLYIZa
gdfg54645654ghfggdfe43534gerrgerer6547jtykuo8ojk665hth4t43t45y45746hritjtyijj
Y3BzLnBkZjATBgNVHSUEDDAKBggrBgEFBQCcDAJAdBgNVHQ4EFgQUPWLBFJRgqDARIDEKIDW56V
hb
/qQWHwWYDVRO0jBBgwFoAUbOKwJo1b1iYIH5hdaeAOf1XsrnYwDQYJKoZIhveNAQELBQADggIBAGMv
d6KWixbs8W+8+AoVgcnukFb8+eJA8VWBJIddUNGBJINeW60ONebjHyx/Kxb4LAIVP3B6x+LayM8wT+V
/1eGomQUGQMNc0d8S3U94yaW OAfS+QKWqCWKkYigkt9wRDD4cmtTAUAX4AVayEKfQFLFNAL/YL27V
cdmHAhQIkpbj/re6gerye7547hthdddyyrkbds+gKHSmFnDKaB4WZoWqg8Q8GycEAK3N+58EOGmM63
bukU9pAh5+dhP3sA/HYuINrgJX5e7TapNQiT+IjBOsLzgri3mnZcjbXdOwuw6FQrleON8UXeMClr
rU1Ss8jboUdVKHTgell2WigjibC161KcYGSrfMmfPXETO0T99e+edonDwdFOfOUMNt1fOMgMAQSA3
ZZXcOKatbhQBY42AYThS29750t7Ytitims9hOFsdDovnQkwd4UKHO0ONpGEILWGkwXXx9R/aRY8Fvc
KejZzYH2fl4a8MUaCLnH2Z2WMAeeWaF4fN6vKwTgxdStIR/afwQheDGYEWKY CpiuveQrcCWUELOcXP
TpGz5v2WNNveB/MZKmd1LQ8HCI9BSZ8C5z/qUUUu+kyHWRf3RcQtFdX5cnmusXJIxZrgp4Co5NFRdw
VAINCNUP2hK4gdx7WsdAQMA344ewdnV7uFi70i/os/HWXIAAX4O3hVF7FYSLJIsOtO/HpV6ED/</ds: X509
Certificate>

</ds:X509Data>
</ds:Keylnfo>
</ds:Signature>
</samll:Assertion>
</samIRequest>
</ExecuteResponse>

</soap:Body>

</soap:Envelope>

2.5. Vista Logica
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En esta vista muestra las diferentes interacciones entre los componentes del sistema para la
implementacion de los casos de uso.

Diagrama de secuencia

Servicios Plataforma HCEN
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